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Quote from Frederick Wilcox

“Progress always involves

risks. You can't steal second

base and keep your foot on
first.”

Source: http://www.wisdomguotes.com/cat risk.html
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Polling Question

What is your primary business function?
Director on a board
C-Level Executive Management
Business Unit/Line Management
Employed Staff
Audit/Compliance/Legal
Consultant
Other
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Risk Intelligence in the Boardroom

Risk: The possibility of an adverse event.
Opportunity is the possiblility of a favorable
event. These two potential outcomes are
Inseparable as every decision to create or
protect shareholder value (i.e., opportunities)
Involves risk.

Intelligence: Information gathering and
analysis to support business decisions

Boardroom: Directors of a statutory board
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Types of Risks

(not mutually exclusive)
Bankruptcy
Litigation
Regulatory Enforcement

Occupational Fraud (asset misappropriation, financial
statement, corruption)

Market
Supply Chain
Operational
Strategic
Reputation

Shareholder Value (oftentimes referred to as the risk of
value destruction or equity loss)
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Corporate Governance Defined

“The decision making process of directing,
managing & monitoring a company with the
primary goal of creating shareholder value
while protecting the interests of key
stakeholder groups such as;

customers,

communities,

creditors,

employees,

suppliers, and

regulators.”
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More on Corporate Governance

Governance is ultimately about;
Ethics: actions that are morally and legally right

Trust: reliance on the character, strength, and truth of
someone or something

Accountability: goal and process ownership

Transparency: communication of accurate, clear,
complete, and timely information

Governance begins in the boardroom as to who, how,
when, & why directors:

Gather

Interact

Work with management
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This Is all about Integrity

per Merriam-Webster's Online Dictionary

“1 : firm adherence to a code of especially
moral or artistic values:
INCORRUPTIBILITY

2 . an unimpaired condition:
SOUNDNESS
3 : the quality or state of being complete
or undivided: COMPLETENESS
synonym see HONESTY”
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Integrity Is King!

A lack of integrity (either due to error or fraud)
correlates to more negatlve surprlses lower returns
and value destruction:

Reputation damage

Regulatory actions

Shareholder litigation

Material financial & disclosure restatements

Competitive disadvantages

Incorruptible, sound and complete intelligence
(information integrity) is vital to the decision making
process and upholding a company’s reputation and
marketplace strength:

Information timeliness, accuracy and comprehensiveness

Includes supporting data elements, assumptions and
analysis
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Board & Their Committees

Serve in the best interest of shareholders as actions must
take precedence over any interest possessed by a director

Hire the CEO and, when appropriate, terminate employment

Evaluate performance and compensation of CEO & key
executives

Review and approve corporate strategies, objectives,
policies, and budgets

Oversee the external auditor relationship (and often that of
the internal auditor)

Approve the company’s risk appetite (i.e., the amount of risk
an entity is willing to accept in pursuit of value)

The Board’s responsibility isn’t to identify and assess actual risks, but
to monitor management’s competence in doing so.
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CEQO & Executive Management

Serve at the pleasure of the Board and execute strategy
Establishes the company’s “tone-at-the-top” (i.e., culture)

Ultimate responsibility for management’s internal
controls, including setting & enforcing accountability

Serve as the company’s spokesperson

Suggest business unit risk appetite and seek approval
from the Board

Lead risk assessment and management effort, as well as
keep the Board abreast of important developments
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Practice Advisory 2050-2: Assurance Maps

Source: Institute of Internal Auditors (IIA), July 2009

Point #1:

A key responsibility of the board Is to
determine whether risk management
processes are working effectively and
whether key or business-critical risks

are being managed to an acceptable
level.
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Polling Question

How does your board determine if risk
management processes are working effectively
(select most prevalent choice)?

Takes Management’s word without assurances
Conducts their own examination without resources
Relies on the work of Internal Auditors

Relies on the work of External Auditors

Relies on the work of third parties; such as Industry
Experts, Risk Advisors, Attorneys, Accountants,
out-sourced Internal Auditors

None of the above, or don’t know
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Practice Advisory 2050-2: Assurance Maps

Source: Institute of Internal Auditors (IIA), July 2009

Point #2:

Increased focus on the roles and responsibilities of
senior management and boards has prompted
many organizations to place a greater emphasis on
assurance activities. The Standards Glossary
defines assurance as:

“an objective examination of evidence for the purpose of
providing an independent assessment on governance, risk
management, and control processes for the organization.”

The board should use multiple sources to gain
reliable assurance. Assurance from management is
fundamental and should be complemented by the
provision of objective assurance from internal audit
and other third parties.
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Practice Advisory 2050-2: Assurance Maps

Source: Institute of Internal Auditors (IIA), July 2009

Point #3:

There are fundamentally three classes of
assurance providers, differentiated by their level of
iIndependence from the activities over which they

provide assurance and the robustness of that
assurance.

Those who report to management and/or are part of
management (management assurance), including
iIndividuals who perform control self-assessments

Those who report to the board, including internal audit

Those who report to external stakeholders (external audit
assurance), which is a role traditionally fulfilled by the
iIndependent/statutory auditor
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Other Roles

Mid-Level Management & Staff
Audit/Compliance/Legal

Consultants:
Industry Experts
Attorneys
Accountants (such as a second CPA firm)
Out-sourced Internal Auditors

GRC (governance, risk & compliance)
Advisors
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Concluding Comment on Roles

Having documented roles and controls
IS not enough. Also, need enforced
accountability and an ethical corporate

culture.

A strong “tone-at-the top” must be
present! This is accomplished through:

Reinforcement of corporate values and
expectations

Clear and frequent communication to all
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Competitive Intelligence

Competitive Intelligence (Cl) applies the
lessons of competition and principles of
intelligence to gain awareness and
predictability of market risk and opportunity

Cl has the power to transform an enterprise
from one of Crisis Management to Crisis

Avoidance

... however, the integrity of information is
essential!
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Common Risks:

Data, Information, and Intelligence

Inaccurate data or poor analysis due to errors,
biases, fraud

Misunderstanding of data assumptions
Insufficient data or too much data

Lack of timely information sharing
(transparency) between management, the
board, auditors and stakeholders

Security breaches in protecting confidential
and sensitive data

Poor records retention
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Common Causes:
Data, Information, and Intelligence

Ignorance

Poor culture (unethical, lazy, gross negligence)
Little or no accountability

Lack of data-related controls

Not following data-related controls

Lack of monitoring (objective assurance)
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Common Risks:
Data, Information, and Intelligence

Intelligence gathering for emergency situations
Is different:

Occurs in periods of extreme volatility, such as
occurred in September 2008, or cases of fraud

Decisions need to be made increasingly rapidly to
be effective. In effect, volatility time speeds up
relative to chronological time

Often leads to a situation where normal risk
management works becomes inadequate

Conclusion: Having readily available data,
information, and intelligence on a timely
“emergency” basis is critical
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The Top-Down, Risk-Based
Approach as defined In practice

Top Down: Evaluate objectives, risks and
controls in a sequential manner, starting
with entity-level factors and then working
down to relevant individual controls at the
process, transaction, or application levels.

Risk Based: Focus resources in the
highest risk areas relative towards reaching
the organization’s important objectives.
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It All Begins with Strategic Planning

/ Mission
ison o s

Controls to Help
Ensure Success

.. E

Objectives
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Simple Definition of
Internal Controls

Internal Controls =
Policies, Procedures, and Activities,
within a Process,
to Reach Objectives
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Risk Assessment

Objectives: Things to
accomplish in order to
achieve a goal

Risk: What could go wrong in accomplishing
one or more objectives (not prevented or
detected)?

Controls: Policies, procedures
and activities designed and in
place to help make sure
objectives are accomplished?
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Risk Pyramid

Control
Source
Good
Decisions Marketing/Business
Environment Risk
(Judgment)
A
Einancial Performance
Risk
Operational Risk
v
Good Compliance, Financial Reporting, and Fraud Risks
Rules

© 2010 Candela Solutions LLC Page 26




Risk Assessment & Management

Risk Assessment Is the identification
and analysis of risks to realize objectives

Risk Management Is the systematic
application of processes and structures
that enable an organization to identify,
evaluate, analyze, optimize, monitor,
Improve, or transfer risk
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COSO’s ERM Framework

Source: COSO’s Enterprise Risk Management i Integrated Framework, 2004

Ly
i o _ﬂé‘q' 4;
= P=
f =3 -ty —
=1 - i

Internal Environment
Objective Setting

Event Identification

Control

;
@
:
:
:

mation & ¢

E
2
7
g
g

A\ \ Novsa NN

© 2010 Candela Solutions LLC Page 28




Enterprise Risk Management Defined

Source: COSO’s Enterprise Risk Management i Integrated Framework, 2004

NEnterprise ri sk ma
process, effectedbyanent i t vy 0S
directors, management and other
personnel, applied In strategy setting

and across the enterprise, designed to
identify potential events that may affect
the entity, and manage risk to be within

Its risk appetite, to provide reasonable
assurance regarding the achievement of
entity objectives. o
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Final Polling Question

What do you feel can be of most benefit to your
organization related to Risk Intelligence in the
Boardroom (select most prevalent choice)?

Board of Directors education
Enterprise risk management (ERM) framework

Risk assurance mapping to enhance
accountabilities

Practicing a top-down, risk-based approach
Data, information & intelligence audits
None of the above, or don’t know
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Closing Points for Boards

Ensure awareness of risk-related roles through
formal policies & training

Develop board expertise among a diverse group of
directors regarding the industry, market forces, and
relevant informational needs

Have “risk” on the agenda of every board meeting

Understand and gain comfort with important
Information through a data & information audit

Utilize sufficient external resources, especially for
education and assurance services
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Final Thought

If you don’'t make things
happen, things will happen
to you!
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Follow-up Webinar

How the Board and C-Suite Executives ldentify
and Avoid the Risks that Submerge Companies

Led by Walter Smiechewicz, Chief Consultant with
Audit Integrity

o audit integrity

Wednesday, 10:00 AM - 11:00 AM CST
January 27, 2010

https://www?2.gotomeeting.com/reqister/544853554
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Walter Smiechewicz
(wsmiechewicz@auditintegrity.com)

Walter Smiechewicz is Audit Integrity’s Chief Consultant. He is a specialist in the
design and implementation of internal audit, governance and risk protocols for U.S.
and international companies.

His work in enterprise risk assessment is recognized as “best in class” in the top
selling case study Four Approaches to Enterprise Risk, published in 2006 and
reprinted in 2009 by the Institute of Internal Auditors.

He has been published in lIA’s Internal Auditor Magazine, the Journal of Banking and
Finance, NACD’s Directors Monthly, Fraud Magazine, Financial Executive,
Directorship Magazine and interviewed by Bloomberg News and Best’'s Review.

Walter’s professional background includes seven years with Deloitte & Touche and
over 15 years with U.S. corporations as General Auditor and Senior Managing Director
of Risk Assessment.

A frequent guest speaker on risk and internal audit, he is a member of the IIA;
Financial Executives International; Professional Risk Managers International; AACSB
Professionally Qualified Faculty; and the National Association of Corporate Directors.

He is a CPA (non-practicing) and holds a BBA Accounting from Cleveland State
University, as well as an M. Divinity from Columbia International University. Mr.
Smiechewicz is based in Audit Integrity’s Los Angeles office. 310.444.8820,
805.279.1638 (mobile)
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Ron Kral, MBA, CPA, CMA
(rkral@CandelaSolutions.com)

Ronald is the Managing Partner of Candela Solutions LLC, a public accounting firm
with a national focus on governance, risk and compliance. He knows the auditing and
consulting arenas well having advised over two hundred clients with Big-4 and local
CPA firms. Ronald works extensively with executive management teams and boards,
especially those of public companies registered with the SEC, to;

» build governance awareness through in-house training,

» streamline regulatory compliance efforts, and

» devise risk assessment tools to empower success.

Prior to forming Candela Solutions in 2003, he was a Principal Consultant at
PricewaterhouseCoopers (PwC) where he led performance auditing, internal control,
and governance projects from PwC’s Southern California offices. He began his public
accounting and consulting career with a California-based CPA firm as a Financial and
Compliance Auditor, where he worked extensively with Ernst & Young on joint projects.

Ronald is a nationally recognized speaker on regulatory accountability, business
ethics, internal controls, boardroom leadership, and SEC rules & regulations. Mr. Kral
was a member of FEI's Task Force on the COSO Monitoring Guidance Project and
has authored numerous articles on governance, risk and compliance. He helps
companies understand the regulatory environment and devise cost-efficient responses
to extract value, not just compliance. Ronald is a member of the AICPA, FEI, lIA, IMA,
and WICPA. He is licensed as a CPA in Wisconsin and California, and holds an MBA
from Arizona State University and a BBA from the University of Wisconsin.
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Candela Solutions LLC CandelaSolutions.com

SEC, SOX &
Compliance
Programs

Corporate
Responsibility

Effective
Governance

Boardroom Leadership
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Candela Solutions’ Practice

A CPA Firm Targeting Sound Governance through:

Governance Practices: The decision-making process of
directing, managing and monitoring a company with the
goal of creating value while also protecting the interests
of key stakeholders such as customers, communities,
creditors, employees, suppliers and regulators.

Risk Assessment & Management: Identification and
analysis of risks relevant to realizing objectives. This
serves a launching pad for determining how risks should
be managed.

Compliance: Conforming to applicable laws, regulations
and internal controls. This includes SEC disclosure, SOX
and a diverse range of internal audit activities.
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candela

SOLUTIONSuc

Governance - Internal Audit « Technology

Candela Solutions LLC
One South Pinckney, Suite 310
Madison, Wisconsin 53703
Phone: 608.204.0122, or
www.CandelaSolutions.com

Ronald J. Kral, MBA, CPA, CMA
Candela Solutions LLC, Partner
rkral@ CandelaSolutions.com
(608) 204-0122, ext. 23
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